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OVERVIEW

The ThreatConnect® Application (App) for Splunk gives Splunk users the ability to leverage
customizable threat intelligence integrated into Splunk from their ThreatConnect accounts.
ThreatConnect provides the ability to aggregate threat intelligence from multiple sources

(i.e., open source, commercial, communities, and internally created), analyze and track identified
adversary infrastructure and capabilities, and put that refined knowledge to work in Splunk, identifying

threats targeting organizations.

Key Features

e Multi-source threat intelligence collection (open source, commercial, communities, internal
research)

e Transparent threat intelligence aggregated, confidence weighted, and applied to triggered
Splunk searches

e Customizable threat intelligence Indicator updates, custom searches, and data-model searches
(Splunk CIM add-on required for data-model searches)

e Prioritized events based on criticality and confidence scores, relationships to known threat
types and Groups, past Incidents, and Tags

e Insights on a threat’s capability, infrastructure, and past Incidents affecting users or members
of trusted communities represented using the Diamond Model for Intrusion Analysis

e History of how a threat has affected users’ networks, using the Diamond Dashboard and data
models

GETTING STARTED

Prerequisites

Users will need an active ThreatConnect Application Programming Interface (API) account to leverage
the ThreatConnect App for Splunk. Users without a current subscription to ThreatConnect who wish to
start a trial of the ThreatConnect App for Splunk with a live connection to the latest customizable

threat intelligence data, please inquire at https://www.threatconnect.com/products/.

Once an Organization has been licensed for API access, its users will need to create an API User
within the Organization prior to Splunk interfacing with the ThreatConnect API. For detailed steps on
creating an API User, please see the API User Creation section in the ThreatConnect Application

Programming Interface User Guide.
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Installation

Users can download the ThreatConnect App for Splunk from https://splunkbase.splunk.com/, or they

can directly install the App from the Find more apps online link by going to the Apps and then the
Manage Apps menu choices. For more information on installing Splunk Apps, refer to the Splunk

documentation located at http://docs.splunk.com/Documentation.

ThreatConnect API User Creation

A ThreatConnect API User is created from within the ThreatConnect Web application for the
instance being used. For the ThreatConnect Cloud edition, this application is located at

https://app.threatconnect.com.

Follow these steps to create an API User:

1. Log in with an Organization Administrator account.

2. On the top navigation bar, place the cursor on the USERNAME drop-down menu and select
ORG SETTINGS (Figure 1). The Organization Settings screen will appear with the
Membership tab highlighted (Figure 2).

MY PROFILE
DRG SETTINGS

DRG CONFIG

HELP s

LOGOUT

Figure 1

NOTE: The USERNAME in these examples is ADMIN, but it will be different for each user.
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User
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Figure 2

3. Click the Create API User button, and the APl User Administration pop-up screen will appear
(Figure 3).

API User Administration

First Name * | B

Last Name *

Pseudonym *
[] .Int:.ludé.in Ubsewaﬁuns and False Positives

AccessID 892047
Secret Key MemGBH1

Figure 3

4. Fill in the information requested, as described in Table 1, and copy the Access ID and Secret
Key to a safe location.

NOTE: It is recommended that an API User be created specifically for the ThreatConnect
App for Splunk. Statistics are generated per API Key, which allows reporting per

integration.
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Table 1

First Name This parameter is the first name of the User that will appear in posts, data modifications, and
data creation within ThreatConnect (e.g., Splunk).

Last Name This parameter is the last name of the User that will appear in posts, data modifications, and
data creation within ThreatConnect (e.g., App).

Pseudonym This parameter is the pseudonym of the User that will appear in posts, data modifications, and
data creation within ThreatConnect (e.g., splunk_app).

THE THREATCONNECT APP FOR SPLUNK

App Setup and Configuration

After installing the ThreatConnect App for Splunk, the application setup must be completed before
using the App. The Settings screen can be accessed from within the App by choosing Configure and
then Settings from the menu. To properly configure the App, fill in each of the text boxes in the form
with the appropriate data from the API User Creation section, as shown in Figure 4. This step
requires a user to have the admin role in Splunk. The admin role is required in Splunk in order to edit

the password endpoint. This is the only part of the App that requires this role.
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Daghboards v Threat Lookup v Reports v Threat Indicators v Configure v Search Support v

Settings
API Settings

ThreatConnect API URL

|. https://api.threatconnect.com

APl Access 1D

API Secret Key

Activity Log
Enable ThreatConnect Activity Logging

Proxy

Enable Proxy [

Logging Level

Info

Figure 4

API Base URL: The ThreatConnect Public Cloud API can be accessed at
https://api.threatconnect.com. Users with a Private Cloud or On-Premises edition of
ThreatConnect were provided with their instance URL during their initial setup and installation
and must append /api to the URL.

API Access ID: The APl Access ID corresponds to a User’s ThreatConnect APl account’s
Access ID.

API Secret Key: The API Secret Key corresponds with a User’s ThreatConnect API account
key, accessible during account creation within the User’s ThreatConnect organization.

Activity Log: The Activity Log checkbox enables activity logging in the ThreatConnect Platform
for any API write actions.

Enable Proxy: This checkbox enables proxy-server support.

Proxy Host (Optional): This is the hostname or IP of the internal proxy server.

Proxy Port (Optional): This is the port number for the proxy server.

Proxy User (Optional): This is the authentication user name for the proxy server, if required.
Proxy Pass (Optional): This is the authentication password for the proxy server, if required.

Logging Level: This input enables the User to define the logging level for the ThreatConnect
App for Splunk. A best practice is to set this to info or higher to prevent excessive logging to
the Splunk KV Store.
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After the setup is complete, the ThreatConnect App for Splunk will be usable. When accessing the
App, the default dashboard will not show any populated results, which is expected until matched

data are available.

Splunk REST Service SSL Verification

By default, the ThreatConnect app does not verify the SSL certificates provided by the Splunk REST
service (typically on localhost port 8089). To enable certificate checks, edit the file
$SPLUNK_HOME/etc/apps/TA-threatconnect/local/tc_setup.conf and add splunk_rest_ssl = 1
under the [ta_threatconnect_settings] section. If this setting is added, the certificate provided by the

REST service must be trusted in order for the application to connect.
App Roles

The App provides two roles: tc_admin and tc_user. The tc_admin role allows a user to execute key
commands, such as tcclear, tcdemo, and tcowners. The Splunk administrator will have to add this
role to any user requiring access in order to execute these commands. The tc_user role allows user to
update event status on the Indicator Triage dashboard.

NOTE: For support on versions of Splunk lower than 6.5, a user must have the admin_all_objects

capability. For versions 6.5 or higher, the list_storage_passwords capability will provide the
required permissions.

Indicator Downloads

After setting up the App, users may want to specify filters for the Groups and Indicators imported from
ThreatConnect. The Indicator Downloads screen (Figure 5) allows users to choose what is imported
into Splunk for alerting and context and how often it is updated. To load the Owner’s information for
the first time, click the Download Updates button. This button can also be used to sync changes to
Owners in the ThreatConnect platform. To edit a specific Owner configuration, click the Edit link in the
row for the Owner, and the Indicator Download Configuration screen will appear (Figure 6). To run
the Indicator download (optional), click the Run link in the row for the Owner in the Indicator
Downloads screen. A new tab will open and execute the Indicator downloaded for the Owner listed in
the selected row. In addition, to enable or disable Indicator downloads, click Enabled or Disabled in

the Status column.
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Threat Lookup v Reports™ Threat Indi Configure

Configure Indicator Downloads

Search

Support v

i Name Id Type Bulk OnDemand Minimum Threat Rating Minimum Confidence Rating Status Cron Schedule Actions

> imill-1attr-4tags an Source True ] +/ Enabled Q¥#re Edit | Run
>  blue 448 Source True ] 10 +/ Enabled Qxxex Edit | Run
> green 447 Source True [.LI.] +/ Enabled [ Edit | Run
> red 445 Source True 222 & Disabled [0S Edit | Run
v TCIntegrations 445 Organization True No Minimum No Minimum +/ Enabled 0 Edit | Run

Indicator Types Group Types Filter Tag Includes Filter Tag Excludes

Address, EmailAddress, File, Host, Adversary, Campaign, Email, No Filter No Filter

URL, ASN, CIDR, Mutex, Registry Incident, Threat

Key, User Agent, IPPort
> | TCICS Falcon - Jenking 450 Source True ] 10 + Enabled Qrexs Edit | Run
> | TCIEmgerging Threat - Jenkins 462 Source True ] + Enabled Qrene Edit | Run
>  TCliDefense - Jenkins 468 Source True ] + Enabled @G Edit | Run
> TClintela71 - Jenking 451 Source False ] / Enabled [RE Edit | Run
> | TCIMDL- Jenking 461 Source True ] + Enabled EDRA Edit | Run
> yellow 449 Source True ] 10 + Enabled [ Edit | Run

Figure 5
Dashboards v ookup v Reparts v Threat Indicators v Configure v Seal Support v

Indicator Download Configuration
Owner

Acme Corp

Use Bulk OnDemand

Group Types
» Adversary | % Campaign
% Email || % Incident || % Threat

Indicator Types

% Address || % EmailAddress

% File | % Host || % URL

* User Agent

"Or" Tag Filters (Include)

Taq Filters (Include)

Tag Filters (Exclude}

Threat Rating Minimum Filter

3

Confidence Rating Minimum Filter

50

Cron Schedule

440%**

Disable

Figure 6
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Owner: The selected Owner to be configured is given here.

Use Bulk OnDemand: Select this checkbox to enable the Bulk OnDemand download option.
This feature must be enabled in the ThreatConnect platform before being used. This feature in
not available on Public Cloud accounts and should not be enabled.

Group Types: Select the ThreatConnect Group types to download for use in the Diamond
Dashboard. Available options are Adversary, Campaign, Email, Incident, and Threat.

Indicator Types: Select the Indicator types to download for use by the ThreatConnect App for
Splunk.

“Or” Tag Filters (include): Select this checkbox to enable the Tag filter feature to “Or” tags
instead of the default “And.”

Tag Filters Include: Add any Tags to filter Indicators that are available to the ThreatConnect
App for Splunk. If Tags are provided, only Indicators that have all those Tags (And operator)
present will be downloaded into the App.

Tag Filters Exclude: Add any Tags to filter Indicators that are available to the ThreatConnect
App for Splunk. If Tags are provided, Indicators that have any listed Tag(s) present will not be
downloaded into the App.

NOTE: Tag Filters Exclude will override Tag Filters Include.

Threat Rating Minimum Filter: Select an Indicator threat-rating minimum threshold. In
ThreatConnect, threat ratings have a value of 0-5 points. Only Indicators that meet the filter’s
threshold will be downloaded into the App.

Confidence Rating Minimum Filter: Select an Indicator confidence-rating minimum threshold.
In ThreatConnect, confidence ratings have a value of 0-100. Only Indicators that meet the
filter’s threshold will be downloaded into the App.

Cron Schedule: The schedule for the Indicator download is defined here. The recommended
download period is once every 24 hours. More information on Cron settings can be found at
http://en.wikipedia.org/wiki/Cron.

Disable: Check this box to disable any further syncs of Indicators for this Owner. Checking this
box will not remove existing downloaded Indicators from the App and will not prevent matches
of those Indicators.

Clear Indicator: Click this button to remove all Indicators stored within the App for this
particular Owner. This action is useful to prevent the Indicators for this Owner from matching
any future events.

Setting Up Custom Searches

Any search that returns a set of Indicators can be used with the ThreatConnect App for Splunk to

search for known Indicators. The App provides a form to create custom searches that will use the

Indicators downloaded from ThreatConnect. Select Custom Searches from the Configure menu

(Figure 7) to access the Configure Custom Search screen (Figure 8).

NOTE: The ThreatConnect Application (App) for Splunk only supports searches utilizing the
Splunk Common Information Model (CIM). Although other data-models can be used, they are
not supported.
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Custom Searches

Databodel Searches

Indicator Downloads

Dashboards v Threat Lookup v Reports v Threat Indicators «

Configure Customn Search
Job Name

Firewall Ingress

Search

index=sophos sourcetype=sophos:utm

Indicator Field

sre_ip

Indicatar Types

% Address

Victim Field
dest_ip

Victim Whitelist

Search produced no results.
Additional Minimurn Threat Rating Filter
No Filter

Additional Minimum Confidence Rating
Filter

Mo Filter

Confidence Threshald (Reset on
Observations)

a0

Report Observations ¥

Search Window (earliest)

-1h

Cron Schedule

R

Disable )

Figure 7

Configure v

Search

Support v

Figure 8
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Job Name: Identifier for this job (e.g., Firefox Vulnerability).
Search: A properly formatted Splunk search expression that will return events with Indicators.
Indicator Field: The results field name that contains the Indicator to be checked.

Indicator Types: The type of Indicators against which the Indicator Field should be checked.
Multiple Indicator types can be selected.

Victim Field: The results field name that contains the victim for this event. For example, if the
Indicator Field is url, then the Victim Field might be src_ip.

Search Window (earliest): This represents the window of time, up to the present moment, that
should be searched (e.g., use -1h for the past hour).

See http://docs.splunk.com/Documentation/Splunk/6.4.1/SearchReference/SearchTimeModifiers
for further information.

Cron Schedule: The cron schedule for this search. Note that if the search is run every hour,
then Search Window (earliest) should be -1h.

Disable: Check this box to prevent this search from running.

To add a new search, click the Add Search button on the upper right of the screen (Figure 9). To edit

a search, click the Edit link.

Dashboards v Threat Lookup v Reports v Threat Indicators v Configurev  Search Supportv '3;:'.‘ THREATCOMNECT
Custom Searches et | [ Export v
i Name Search Indicator Field Victim Field Search Window Cron Schedule Status Actions.
> | Proxy - url/src_ip index=sophos url src_ip “th ENRESES Disabled Edit
> | Proxy - dest_ip/src_ip index=sophos destip sre_ip -1h A5 kL Disabled Edit
Q4 iD <Imago

Setting up Data-Model Searches

To configure data-model searches, click the Configure menu and select the DataModel Searches

option (Figure 10). To add a new data-model search, click the Add Search button on the top right of

the screen (Figure 11). To edit an existing search, click the Edit link. Figure 12 shows the Configure

Data Model Search screen.

NOTE: The ThreatConnect Application (App) for Splunk only supports searches utilizing the
Splunk Common Information Model (CIM). Although other data-models can be used, they are
not supported.

reat Indicators Configure w

Custom Searches
DataModel Searches

Indicator Downloads

Figure 10
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=255 THREATCONECT"

Dashboards v Threat Lookup v Reports v Threst Indicators v Configurev  Search Support v
Data Model Searches Edt || Bxport v
'ADD SEARCH
i Name Model Object Indicator Field Victim Field Search Window Cron Schedule Status Actions.
~ Network_Traffic AllTraffic Ingress Network_Traffic Al Traffic Al Trafficsrc AllTraffic.dest_ip -h Hex Enabled Edit
Additional Minimum Filter Gonfidence Rating ‘Additional Minimum Filter Threat Rating Indicator Types Confidence Rating Reset Threshold
No Fier No Fiter Address
WritaList Victim Fiters WhitaList Victim Globel Fiters Report Obssrvations
No Filter No Filter True
> | Network Traffic Egress Network_Traffic All_Traffic Al Traffic.dest_ip AllTraffic.src -th 223 %4n Enabled Edit
Dashboards Threat Lookup v Reports v Threat indicators + Configure w Search ‘Support v

Configure Data Model Search
Bearch Name

Metwork_Traffic All_Traffic Ingress  [{]

Data Model

Network_Traffic

Data Model Object

All_Traffic

Indicator Field

All_Traffic.src

Indicator Types

* Address |

Victim Field

All_Traffic.dest_ip

Wictim Whitelist

Search produced no results.
Additional Minimum Threat Rating Filter

Mo Filter

Additional Minimumn Confidence Rating
Filter

Mo Filter

Confidence Threshold (Reset on
Dbgervations)

a0

Report Observations  #

Search Window (earliest)

-1h

Cron Schedule

OEEws

Disable

Figure 12
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Job Name: Identifier for this job

Data Model: The name of the data model to be searched
Data Model Object: The specific data-model object to search
Indicator Field: The data-model field containing the Indicator

Indicator Types: The type of Indicators against which the Indicator Field should be checked.
Multiple Indicator types can be selected.

Victim Field: The data-model field containing the victim

e Victim Whitelist: Select a Victim Whitelist filter for available options. Global filters will not be
available.

e Additional Minimum Threat Rating Filter: This option allows each search to narrow the
Indicator pool by adding further filtering on Threat Rating. It is important to note that this filter
is above the filters in the Indicator download configuration.

e Additional Minimum Confidence Rating Filter: This option allows each search to narrow the
Indicator pool by adding further filtering on Confidence Rating. It is important to note that this
filter is above the filters in the Indicator download configuration.

e Confidence Threshold (Reset on Observation): If a value is selected, this feature will allow
the update of the confidence value in the ThreatConnect platform to the selected value. This
feature is intended to work with Indicator deprecation in the ThreatConnect platform. By
changing the confidence value, deprecation of the Indicator can be delayed.

e Report Observations: Check this box to enable the feedback loop to report observations back
to ThreatConnect.

e Search Window (earliest): The window of time, up to the present moment, that should be
searched (e.g., -use -1h for the past hour). See
http://docs.splunk.com/Documentation/Splunk/6.4.1/SearchReference/SearchTimeModifiers for
further information.

e Cron Schedule: The cron schedule for this search. Note that if the search is run every hour,
then Search Window (earliest) should be -1h.Disable: Check this box to prevent this search
from running.

The ThreatConnect Dashboard

The ThreatConnect Dashboard provides an overview of matches between events in Splunk and
Indicator data in ThreatConnect. The first row of Single Value results provides a count of matched
Indicators. The second row provides trending for the selected Time Period and Time Span. These

Indicators are separated by type (Figure 13).

File Trend (1) Host Trend (1d) URL Trend (1)
A Ay ~ o A AN

o

Figure 13
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The third row provides a table with Custom Indicator counts and a chart of event activity (Figure 14).

This table will include the new standard Indicator types and any custom defined Indicator types with a

count greater than zero. The chart will display all Indicator types with a non-zero value using a span

defined in the Time Span input.

Custom Indicators Matched Events Timechart

indicator_type © count =

100

ASN

CIDR

Mutex
Registry Key
User Agent

o b w|n| =

50 M Address

[ EmailAddress
I File

I Host

I URL

o o o ol o

QL i

1mago
sat Apr 15 sat Apr 22 Sat Apr 29 sat May 6
2017
_time

Figure 14

The view at the bottom displays the latest matched Indicators in a paginated table (Figure 15). This table

has a built-in form that allows dynamic filtering on Indicator data. The table, by default, shows summary

information for all the matched Indicators. Each row can be expanded to view more detailed data.

i
>
>

v

_time © Indicator © Vietim & Type & SourceType ©
2016-05-25 17.34.05.022 22222223444 97.21.111.126 Infrastructure stream:dns
2016-06-25 17:34:04.982 22222223444 163.186.136.15 Infrastructure stream:dns
2016-05-25 17:34:04.880 173.11.85.180 46.160.164.129 Infrastructure stream:dns

Bambenek Pykspa @ee 100 OSINT | OSINT | OSINT Ne associations found.

Bambenek Ramnit eee 100

Bambenek Dircrypt eee 100

{'timestamp""2016-05-25T16:45:21

“sre_ip'"173.11.85.180" dest_ip""46.160.164.129" 'sre_port":53768, dest_port":53,'src_mac""00:50:56:92:30:AE" 'dest_mac""00:1B:17:00:01:30" bytes_in"0; bytes_owt"53 bytes"53,"time_taken":0 transport”"udp’, host_addr""140.98.193.152"'message_type""RESF

address’ reply_code”"No error''response_time":725 ransaction_id" 544731t 67}

Figure 15

_time: This column is stored internally in UTC format. It is translated to human-readable
UNIX® time format when Splunk renders the search results (the very last step of search-time
event processing).

Indicator: This column lists the Indicator that matched between local logs and
ThreatConnect. This value is a hyperlink that will open a screen to the Indicator’s Details
screen on the ThreatConnect website.

Victim: This column represents the bottom vertex of the Diamond Model. This value is
determined by the user while setting up Alerts or automatically when searching the data
models.

Type: This column specifies whether the Indicator is part of an Infrastructure or a Capability, as
defined in the Diamond Model.

SourceType: This column provides the sourcetype for the event for which the Indicators were
matched.
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e Owners: This section displays the Owners of the Indicator within ThreatConnect. Owners are
typically a particular Source, Community, or an Organization (e.g., the Indicator belongs to the
Owner’s private Organization).

e Rating (skulls): This value displays the criticality rating assigned by the Indicator’s Owner
within ThreatConnect. This value is on a scale of 0-5 points, with 5 being the most critical.

e Confidence: This value displays the confidence rating assigned by the Indicator’s Owner
within ThreatConnect. This value is on a scale of 0-100%.

e Tags: This column displays any Tags associated with the matched Indicator by the Owner. If
multiple Owners exist for a matched Indicator, only Tags created by the Owner listed in the
same row will be displayed in this column.

e Group Associations: This column display any groups associated with the matched Indicator
by the Owner.

e Event: This section shows the raw data for the matched event.

The Indicator Dashboard

The Indicator Dashboard provides an additional view of the matched-Indicator data. This dashboard
focuses on the groupings of the matched Indicators. The first row of this timeline view (Figure 16)
displays matched Indicators by Owners. A dropdown option is available to narrow down the window

of time for the results.

Matched Indicators by Owners <Imago

B Acme Corp
30 [ Autoshun BL Source

I Blocklist.de Source

0 sruteForceBlacker BL Source
20 5 I Army IP BL Source
8 comman Community
B Crowdstrike Falcon Intelligence
0 MalwareDomainList Source
0 phishTank Source
0 subscriber Community
B otHR
= Total

_time

Figure 16

The second row displays additional paginated tables for matched Indicators (Figure 17). From left to
right, these tables are for the top matched Indicators (with a count of times observed for each

Indicator) and the top matched Tags.
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Top Matched Indicators Mm% | Top Matched Tags amem
indicator.indicator & [ count © percent © tag.name & [ count & [ percent =
hitp://youngstownchryster.comylogin.php ' 2 03 Ml ' 152 16.45%
http://yensaongoctran.com/themes.php 2 03 Apache 181 16.34%
http:/fwww.yeefay com/backback/ie/news html 2 032% Phishing 110 11.90%
hittp://www.yahoodaily. biz/norton/nfhostinfo.asp 2 03% hspxor 105 11.36%
hitp:/fwww.winph i foackup/ port.html 2 03% China 65 T.03%
hittp://www.winph i fbackup/ie/calc.swi?happy=calc 2 03% Advanced Persistent Threat 65 T7.03%
hitp://www.tibetonline.info/conime.exe 2 032% Spamming 62 671%
hittp:/fwww, fbackup/ietest/test.swf 2 03% Crimeware 25 2M%
hitp://vitagrafiastudio.comy/list.php 2 03% . Upatre 22 2.38%
hittp:/funikbrand.co/qallery.php 2 03% Dyre 22 238%

«prev 1 2 nexts . «prev 1 2 next»
Qi+ iD

Figure 17

The Event Triage Dashboard

The Event Triage dashboard (Figure 18) allows users to view and filter all matched events and take
action on the events. The Reviewed, False Positive, and Whitelist buttons at the bottom of the
screen allow bulk action on Indicators, while the Mark False Positive, Mark Reviewed, and Whitelist
buttons/links in each row allow action on a specific event. When the Mark False Positive button/link
is clicked, the state of the event is updated in the Splunk KV Store, and a request is made to the
ThreatConnect API to report a false positive for this Indicator. When the Whitelist button/link is
clicked, the state of the event is updated in the Splunk KV Store, and a request is made to the
ThreatConnect API to add a tag of SplunkWhitelisted. This tag can be used to filter these Indicators

from future downloads. The user must have the tc_user role to update the status of the events.
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Dashboards v Threat Lookup v Reports v Threat Indicators v Configure v Search Support v ';: s THREAT

Event Triage
Events that have matches indicators.
Indicator Type Minimum Threat Rating Minimum Confidence Rating Cwner State
All Types @[ AlRatings @[+| | Alconfidences os| [ Alownes o New o
Indicator Victim Period
* * | Last 7 Days a ‘ v |
2,988 results
Indicator Confidence Source
i _time & Notes © | Indicator & Type © Vietim & Owner © Threat Rating © | Rating Tags © Type ¢ Actions &
> | 2017-09-05 12:01:28.702 @ ©Q7412522189 Address 7412522189  TC 288 [ Phishing Host ] stream:ip Reviewed | False Positive | Whitelist
Integrations
> 2017-09-05 12:01:26.601 (] £Q127.0.0.1 Address  127.0.0.1 TC L]} m Flashpoint Torrent Tracking streamchttp  Reviewed | False Positive | Whitelist
Integrations SplunkWhitelisted
> | 2017-09-05 12:01:26.601 (] @Q127.0.0.1 Address  127.0.0.1 yellow L1} m Flashpoint Torrent Tracking stream:http  Reviewed | False Positive | Whitelist
SplunkWhitelisted
> | 2017-09-05 12:01:26.406 © ©Q7412529189 Address 74.12529.189  TC .11 .] [ Phishing Host } stream:ip Reviewed | False Positive | Whitelist
Integrations
» | 2017-09-05 12:01:26.209 (] @02222 Address 22232 TC L1} E stream:smtp  Reviewed | False Positive | Whitelist
Integrations

Figure 18

To add a comment on a matched event, click the icon in the Notes column, and the Notes pop-up

screen will appear (Figure 19).

74.125.22.189 notes. .

Figure 19

The Indicator column has two links in the form of icons. The first link redirects the user to

threatconnect.com to view the Indicator’s details. The second link redirects the user to the Indicator

Review dashboard to view the Indicator’s details.
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The Diamond Dashboard

This screen allows users to look up an Adversary, Incident, or Threat group from a specified Owner in
ThreatConnect. A Diamond Model profile of the group is given and includes all known capabilities,
infrastructure, and related Incidents. Indicators associated to the group are matched using specified
Common Information Model (CIM) data models. The first section of the dashboard allows the user to

query a group with specified data models (Figure 20).

Diamond Dashboard

Data Models Owner Type Name

Actor BuggiCorp is selling.. €« Last 1 day & m

Network_Traffic Q | v Intel 471 [ 2E% Incident [

Figure 20
The query parameters are specified by the following fields:

e Data Models: Select the CIM Data Model to match events against the group’s Indicators.

e Owner: Select the Owner (i.e., Source, Community, or Organization) in which the group
exists.

e Type: Select the group Type (i.e., Adversary, Incident, or Threat).
e Name: Select the specific group by name.
o Time Period: Select the time period for the historical search.

The second section of the dashboard shows a Diamond Model breakout of the queried group
(Figure 21). The Adversary/Threat tableshows Adversary and Threat associations to the queried
group. The Associations table shows all associated Documents, Emails, Incidents, and Signatures to
the queried group. The Capability table shows all known associated Common Vulnerabilities and
Exposures (CVE) and malware files by MD5 hash. The Infrastructure table shows all Address, Email,

Host, and URL Indicators associated to the queried group.
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| 11 26120412k Beware of what you download, Incident
20130426 Targeed. ’ e ncident
| 20140309 Searchfor MOTO Nl APT ncident
e 12 3 4 8 6 7 nem
Copablity. FileHashes CVE Infastucoure: Addresses  Emad  Hemt  UAL
1mage 12mage
indicater © type s ingcator = yped
CBZECOCABECADCITIFARICORTFAFAS2D ) File. NAI020215 Adgress
BO5464F TCECDIFEEAES2I693 1CB04FD5 File. NA022054 Agdress
FE21BEFEOFBFCI4450TTOTEI0442807 1 File WATTA6251 Agdress
BFITR2IIT1 1ACGECIRFIBIGERAA0EI 0 Fie 2990115351 Addeess
112530818C454 ) FECFDRIATVS06E5687 File 1TS54A5.208.114 Address
wprev 1 K 3 4 5 6 7 ] 9 10 nexts aprev 1 2 3 4 5 6 T 8 9 10 nexts

Figure 21

The third section of the dashboard shows a timeline and table of CIM events matched to the queried

group (Figure 22).

M
Matched Events Timechart =

&
g
E q
3 I infrastructure
£
=%

Sl sl TTueses2y TTheoal
018
Matched Events Table gy
time 3 Tyee & Lo Vigtim SourceType &
20151000 181611 Infrastructure Iideaperaiyaboo.com Jaeck maverickymal com sreameTip
151600 161020 Infrastructure Iidesperaiyahos com ren_wistor{inken com sream i
151001 160815 lfaituctuie Niddigrayahon com e, GAphEAPSlphacegs oo reamap
20151001 160757 Inlrastutture idiptraByshon o bruse Jeemathiainban bom trearm g
0151000 160755 leastructure VideigtaGyahon o AP S rea D
51000 160306 Infrastructure ledanstrayshis com [LE ) wream ety
151001 151918 Tfeastructure 7545308114 NsmRH o
151001 142147 Infrasiructure 17545208114 11873180.237 o
20151000 141642 nfrastructure 17545208118 12870178 188 o
20151000 141007 Infrastructure 17545208114 12874227249 nesfiow
pev 1 2 s

Figure 22

Application for Splunk User Guide



The Indicator Search Screen

The Indicator Search screen allows manual lookup of Indicators against the ThreatConnect API

(Figure 23). The Indicator type is automatically detected.

Dashboards v Threat Lookup v Reports v Threat Indicators v Configure v Search Support v ’;.':: THREAT

Indicator Search

Search for an Indicator directly in ThreatConnect

Indicator Value

127.0.0. SUBMIT

Results

indicator type owner rating confidence dateAdded lastModified webLink

127.0.0.1 Address  TC Integrations 20 80 2017-05-01T15:4806Z 2017-07-25T14:19:052  https://sandbox threatconnect.com/auth/indicators/details/address. xhtml?address=127.0.0.1 &owner=TC+Integrations
127.0.0.1 Address  yellow 20 80 2017-07-20T13:23:24Z  2017-07-25T14:19:09Z  https://sandbox threatconnect.com/auth/indi details/address. xhtm|?ad: 127.0.0.1&owner=yellow

Figure 23
The Indicator Review Dashboard

The Indicator Review dashboard allows users to search for and filter Indicators (Figure 24).

Deshbomnis~  Thestlookupv  Reports~  Thestindicabrs~  Configu~  Search  Supportw =478 THREAT

Indicator Review
Review, filter and search ThreatConnect indicators
Date Added Last Modified Indicator Minimum Confidence Rating Owner Name
Last 6 Months [x] | v Last 6 Months [x] ‘ v * All Confidences [> NS All Owners [ 2
Minimum Threat Rating Indicator Type Tag
All Ratings a | v All Types a ‘ v *
106,178 results
Confidence Last Indicator
i Date Added Indicator Rating Description Modified Owner Threat Rating Type Tags
> 201703 181.215.247.27 2017-03 TC L.1.1.] Address
09T16:02:502 10T00:00:00Z  Integrations
> 201703 84.38.120.120 2017-03 TC [.1.1.] Address
09T16:02:502 10T00:00:00Z  Integrations
> 201703 92.242.140.21 2017-03 TC [.1.IL.] Address
09T16:02:502 10T00:00:00Z  Integrations
> 201703 41.190.2.103 2017-03 TC [.1.IL.] Address
09T16:02:502 10T00:00:00Z  Integrations
> 200703 213.183.58.53 2017-03- TC .11} Address Russian Federation
09T16:02:50Z 10T00:00:00Z  Integrations Luminosity.Link

Figure 24

Each Indicator record expands and displays additional Indicator information, in real time, retrieved

directly from the ThreatConnect API (Figure 25).
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v 2017-03-09T16:0250Z 172.98.67.81 Hacker IP address reported by FlashPoint ~ 2017-03-23T00:00:00Z  TC Integrations @@ Address
Confidenca Rating Threat Rating Description
[..]..] Hacker IP address reported by FlashPoint
Owner Indicator Types Tags
TG Integraticns Address
Date Added Last Modified
2017-03-09T16:02:50Z 2017-03-23T00:00:00Z
Observation Count False Positive Count
0 0
Figure 25

The IOC Download Report Screen

The I0C Download Report screen is used to create a few canned reports for monitoring
ThreatConnect Alert queries and for tracking how many of those queries hit the ThreatConnect API
(Figure 26). User-defined custom reports can be added for more detailed views into the

ThreatConnect data.

|OC Download Report Edt v | Morelfo~ | | L | &
Daily download stats for each Owner.
<Im ago
date owner - ' added - deleted - filtered = updated - total -
2015-10-02 Acme Corp . mie 0 0 0 mrme
2015-10-02 Blocklist.de Source 55014 0 0 0 55014
2015-10-02 Common Community 397 0 3 0 39120
2015-10:02 Demo Customer Community 2622 0 1 0 2623
2015-10:02 MalwareDomainList Source 1025 0 0 0 1025
2015-10-02 Subscriber Community 40433 0 0 0 40433
2015-10-02 Test Community 131 0 1] 0 131
2015-10-02 abuse.ch ZeuS Tracker Source 332 0 0 0 332
a+io
Figure 26

The Threat Indicators Menu

The Threat Indicators menu provides additional screens containing statistics for each
ThreatConnect Indicator type, independent of matches to events or logs within Splunk. The screens

are formatted similarly, and one screen exists for each Indicator type.

The first row in the screen displays graphical representations for the total number of Indicators from
ThreatConnect of the specified type (Figure 27). There are two charts: one for Indicator type by Owner

and another for Indicator type by rating.
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Address Indicators

Address Indicators by Owner

Tast Community

MDL Deme Source
Blocklist.de Demo Source
Zeus Tracker Demo Source

Demo Customer Community

Subseriber Community

Acme Comp

mago

Commeon Community

Address Indicators by Rating

Q4 1D

The second row contains two tables that display the last 10 created and updated Indicators,

respectively (Figure 28).

Figure 27

-
| Last 10 Added Address Indicators Last 10 Updated Address Indicators
daeAdded © ||nm: rating © | ownerhiame © | IastModiied |ma:m-: raing © | ownerName ©
WIH1010TISN 3 50.63.20295 40 AcmeCom 21410710T15:22052 50.63.202.95 40 AemeCop
WIH00TINRIZ 19855119125 40 Subscriber Community | | merooemisasiz 196.55.119.125 40 Subscriver Community
IH100TITONASZ 128113138 1.0 Subscriver Community || 2014r00miz01a52 1138112138 10 Subscriber Community
201410.08701:3645 £.207.135.125 50 AcmeCom | [ amarostonzsasz 89207135125 50 AcmeCorp
2014-10-08T01:36:452 75.127 84182 50 AcmeComp | 2014-10-08T01:36:452 75127 84.182 50 Acme Comp
201410-08T01:36:457 21013573 50 AcmeCom | | amarooaroraes 21014523 50 AcmeCop
2014-10-08TO1:36452 7.0 12888 50 Acme Com 11 2oreto0sTorseasz 6722012888 50 AcmeConp
2014-1008T01:36452 153.121.56.243 50 Acme Com | | 2014100870t 38452 153.121.58.243 50 AcmeCom
 210:08T01:36452 £2005732 50 AcmeCom || 2ma0osorseasz 52005732 50 AcmeCop
201410-08T01:36:452 11496140114 50 AcmeCom || 20141008701.35452 11496140114 50 AcmeCop
)

The final row displays a paginated table of all the Indicators of that type pulled from ThreatConnect

Figure 29).

Figure 28

Address Indicators megp |
| mm:|mm: s ips lastModified © ownertleme © | rm:iweuunk: |
70 WIHI0IOTIISIRT 3013 506320295 WI41010T1522052  Acme Corp 40 fte/outh. 50.63.202 958owner=Acme+Corp
100 20141008TO136452 209776 89.207135125  201410-08T01.36: Acme Cop 50 hapsi/epp 207,135,125 o
100 20141008TO136452 209777 7512784182 2014-10-08T01:36: Acme Corp 50 hupsi/app 12784 op
100 2014-10-08T01:36:452 200778 4212014523 2014-10-08T01:36 ‘Acme Corp 50 120.148. P
54 2014-10-08T01:36:452 209779 67.220.128.88 2014-10-08T01:36: Acme Com 50 2291
100 20141008TO136452 200780 15312158243 50 hnpss/epp detal 121 Cop
100 20141008TOL36452 200781 82005732 50 hapsi/ape 5200.57. comp
100 20141008TO136452 200782 11496140.114 50 hmpsi/app 14.96.140.11 Cop
0 0141008TON3645Z 200702 1853120084  20141008TOL3645Z  Acme Com 50 hupsi/es Iindicatora/details/odk 185.31.200 848 0wner=Acme+Corp
100 20141006T2030482 209132 128199223129  20141006T2030482  Acme Com 30 ) frc/eut (detalz/sdd ires3=128.199.223 1208 owner=Acme+Corp
aprev 1 2 3 4 5§ 6 7 8 9 next »

Figure 29
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The Search Screen

Workflow: Event Actions

Using the Search screen while in the ThreatConnect App enables one to access additional features
for threat analysis. The built-in Splunk Event Actions feature will display multiple links for any

Indicator field that follows the CIM standard naming convention (Figure 30).

i Time - Event
v 222016 Feb 22 19:59:41 acmeappl vendor=Websense 9f product=Security product_version=7.7.0
7:59:41.000 PM - http_user_agent=- http_proxy_status_code=0 reason=- disposition=1060 policy=Unfi

Event Actions ~

Add Event to Investigation Value Actions

¢

Build Event Type ip-10-1-2-231

. Ffoptfsplunksvar/spool/splunk/sample. websense ~
Extract Fields
websense ~
Show Source allowed V
TC Add IP: 10.64.144.88 0 W
TC Add IP: 1.165.156.121 1308 v
Tz ~
TC Quick Add IP: 10.64.144.88
Tz ~
TC Quick Add IP: 1.165.156.121 1.165.156.121 W
TC Source IP Lookup: 10.64.144.88 31.13.77.42 v
o 1.165.156.121 w
TC Lookup Destination IP: 1.165.156.121
[ R b false w
dest_nt_host v 31.13.77.42 W
dest_pci_domain v untrust w
dest_port + 80 ~
dest_requires_av false ~
dest_should_timesync ~  false ~
dest_should_update + false w
disposition_id ~ 1060 ~
duration 0 ~
Figure 30

The Workflow actions provided by the App are TC Add and TC Lookup:

e The TC Add action will open a new browser tab and allow the user to select the appropriate
metadata before submitting the Indicator to ThreatConnect.

e The TC Lookup action will perform an API query to see if the Indicator is known to
ThreatConnect.
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Workflow: Field Actions

If the results fields do not follow the CIM naming convention, the Workflow actions are still available

via the Actions menu for a given field, which supports only the TC Add and TC Indicator Lookup

workflow actions (Figure 31).

i | Time |
~ | 222016
7:50:41.000 PM

Event

Feb 22 19:59:41 acmeappl vendor=Websense 9f product=Security product_version=7.7.0 action=p
- http_user_agent=- http_proxy_status_code=0 reason=- disposition=1060 policy=Unfiltered_UR

Event Actions w

Type ~  Field Value Actions
Selected |+| hostw ip-10-1-2-231 ~
| source v Jopt/splunk/var/spool/splunk/sample.websense ~
+| sourcetype v websense w
Event action v allowed ~
bytes_in w 0 w
bytes_out + 1398 i
category v T2 A
category_id v T2 w
dest v 1.165.156.121 w
dest_host v 31.13.77.42 w
dest_ip ~ 1.165.156.121 w
dest_is_expected v false
Intrusion Search (as source)
dest_nt_host ~ 31.13.77.42
dest_pci_domain v~ untrust Malware Search
dest_port ~ =l Stream Capture
dest_requires_av false

TC Add: 1.165.156.121
dest_should_timesync +~  false

dest_should_update false TC Indicator Lookup: 1.165.156.121

disposition_id ~ 1060 Traffic Search (as destination)
duration v 0 Traffic Search (as source)
eventtype v websense (proxy web

.typ ey ) Update Search
host_is_expected ~ false
host_pci_domain untrust Vulnerability Search
host_requires_av ~ false Web Search (as destination)
host_should_timesync v false L

Figure 31
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The ThreatConnect App for Splunk Data

All of the ThreatConnect App for Splunk data are stored in the Splunk KV Store and are available via
predefined lookups using the inputlookup Splunk command. To view a list of available lookup
definitions, navigate to Settings > Lookups > Lookup Definitions, and select ThreatConnect from

the App Context drop-down menu.
Administration Task

Clear Data (tcclear)

The ThreatConnect App for Splunk provides the tcclear command to clear out a collection of data

from the KV Store. To use this tool, the tc_admin role must be assigned to the user.

NOTE: Once the tcclear command has been run, there is no way to recover the data. It is
recommended to take backups of the KV store before clearing this data.

To clear all matched events, use the following search command:

| tcclear collection=tc_events

To clear all Indicators from the KV Store, use the following search command:

| tcclear collection=tc_indicators

To clear all Indicators for the “Example Community” Owner, use the following search command:

| tcclear collection=tc_indicators owner="Example Community”

To obtain a full list of all collections that can be cleared, see the KV Store (Collection) Index.

Demo Data (tcdemo)

For users who would like to evaluate the ThreatConnect App for Splunk in a staging environment, the

App provides a method to generate demo data for the dashboards.

From the App’s search tab, run the search | tcdemo, and the dashboard data will be automatically
generated. The command uses Indicators downloaded from ThreatConnect to generate the demo data,
so the Indicator download script must be run before the demo data script is run. Ensure that there is an

ample number of Indicators of each type in the ThreatConnect platform before downloading.
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NOTE: In order to remove the demo data, all matched events will have to be removed.
Therefore, it is recommended to use the demo data generation only in a non-production
environment.

Enterprise Security Integration

The latest version of the ThreatConnect App for Splunk provides support for Workflow actions in

Enterprise Security, as well as ingestion of Indicators into Splunk Enterprise Security.
Ingesting Indicators

The ThreatConnect App for Splunk provides five saved searches configured to run once daily. These
saved searches generate Comma-Separated Values (CSV) files that can be ingested into Splunk
Enterprise Security. To configure these Indicators for ingestion, navigate to Configure > Data
Enrichment > Threat Intelligence Downloads in the Enterprise Security App. Splunk packages
contain a local list for each Indicator type (e.g., local_domain_intel, local_email_intel,

local file intel, local http_intel, and local_ip intel). Click the Clone link on the far right
of the row to create a new intelligence download using the Splunk CSV files. See the following

mapping to determine which lookup to use:

local domain_intel > lookup://threatconnect_domain_indicators
local _email_intel > lookup://threatconnect_email indicators
local file_intel > lookup://threatconnect_file indicators
local_http_intel > lookup://threatconnect_http_indicators

local_ip_intel > lookup://threatconnect_ip_indicators
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KV Store (Collection) Index

Collection

Description

Read Permission

Write Permission

tc_custom_search_settings

The collection stores the configuration
for custom searches.

admin, tc_admin,
tc_user

admin, tc_admin

tc_db_stats This collection stores the stats on the admin, tc_admin, admin, tc_admin,
current Indicator counts by Type and tc_user tc_user
Owner.

tc_dm_data This collection stores the Data Model admin, tc_admin, admin, tc_admin

name, objects, and fields for quick
access in forms.

tc_user

tc_dm_search_settings

This collection stores the
configuration for Data Model
searches.

admin, tc_admin,
tc_user

admin, tc_admin

tc_download_stats

This collection stores the download
Indicator statistics.

admin, tc_admin,
tc_user

admin, tc_admin,
tc_user

tc_events

This collection stores the matched
event-summary data.

admin, tc_admin,
tc_user

admin, tc_admin,
tc_user

tc_events_data

This collection stores the matched
event-detail data.

admin, tc_admin,
tc_user

admin, tc_admin,
tc_user

tc_groups

This collection stores the Group data
download from ThreatConnect.

admin, tc_admin,
tc_user

admin, tc_admin,
tc_user

tc_indicators

This collection stores the Indicator

data downloaded from ThreatConnect.

admin, tc_admin,
tc_user

admin, tc_admin,
tc_user

tc_logs

This collection stores the temporary
App logs.

admin, tc_admin,
tc_user

admin, tc_admin,
tc_user

tc_observations

This collection stores the temporary
observation data.

admin, tc_admin,
tc_user

admin, tc_admin

tc_owners This collection stores the Indicator admin, tc_admin, admin, tc_admin
download configuration for each tc_user
Owner.

tc_settings This collection stores the App admin, tc_admin, admin, tc_admin

configuration.

tc_user

tc_victim_whitelist

This collection stores the Victim
Whitelist configuration.

admin, tc_admin,
tc_user

admin, tc_admin
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Application Command Index

Command Description Read Permissions Write Permission

tcaddindicator This command is used to add an admin, tc_admin, admin, tc_admin
Indicator to ThreatConnect. tc_user

tc_alert This command is the alias to the admin, tc_admin admin, tc_admin
tcalert command.

tcalert This command is for legacy searches admin, tc_admin admin, tc_admin
created in the App. It should no longer
be used for creating new search
alerts.

tcascg2i This command is used by the App to admin, tc_admin, admin, tc_admin
download Indicators associated with tc_user
the provided Group.

tcasci2g This command is used by the App to admin, tc_admin, admin, tc_admin
download Groups associated with the tc_user
provided Indicator.

tcclear This command will clear data from the | admin, tc_admin admin, tc_admin
Splunk KV Store. See the Clear Data
(tcclear) section.

tccustomsearch This command is used to process admin, tc_admin admin, tc_admin
custom search results and match
Indicators downloaded from
ThreatConnect. Any match results are
stored in the Splunk KV Store.

tcdbstats This command is used to collect admin, tc_admin, admin, tc_admin
statistics on Indicator counts from the tc_user
KV Store.

tcdebug This command will test all network admin, tc_admin admin, tc_admin
connectivity that the App requires in
order to function.

tcdemo This command will generate sample admin, tc_admin admin, tc_admin
event data. See the Demo Data
(tcdemo) section.

tcdiamondsearch This command is used to process admin, tc_admin, admin, tc_admin
searches from the Diamond tc_user
Dashboard.
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tcdmsearch

This command is used to run data-
model searches and match Indicators
downloaded from ThreatConnect. Any
match results are stored in the Splunk
KV Store.

admin, tc_admin

admin, tc_admin

Types supported by the App.

tc_user

tcfalsepositive This command is used to mark admin, tc_admin, admin, tc_admin
events as false positives in the tc_user
ThreatConnect App and report the
false positives to ThreatConnect.

tcgroupdownload This command is used by the App to admin, tc_admin, admin, tc_admin
download Group data from the tc_user
ThreatConnect API and store the data
in the Splunk KV Store.

tcgrouptypes This command returns all Group admin, tc_admin, admin, tc_admin

tciocdownload

This command is used by the App to
download Indicator data from the
ThreatConnect API and store the data
in the Splunk KV Store. It requires the
owner_key argument, with the key
for the ThreatConnect Owner.

admin, tc_admin,
tc_user

admin, tc_admin

report bulk observations, false
positives or whitelist.

tc_user

tcioctypes This command returns all Indicator admin, tc_admin, admin, tc_admin
Types defined in the ThreatConnect tc_user
Platform.

tclog This command is used to clear App admin, tc_admin, admin, tc_admin
log events from the Splunk KV Store. tc_user

tclookup This command is used to search for admin, tc_admin, admin, tc_admin
an Indicator in ThreatConnect via the tc_user
ThreatConnect API.

tcobservations This command is used to report admin, tc_admin admin, tc_admin
Indicator observations to the
ThreatConnect platform.

tcowners This command is used by the App to admin, tc_admin admin, tc_admin
download all Owner data from
ThreatConnect and store the data in
the Splunk KV Store.

tcreport This command is used by the App to admin, tc_admin, admin, tc_admin
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tcreportsingle

This command is used by the App to
report observations, false positives, or
whitelist.

admin, tc_admin,
tc_user

admin, tc_admin

tctags

This command is used to retrieve all
tags for a specified owner from the
ThreatConnect API.

admin, tc_admin,
tc_user

admin, tc_admin

tcworkflowaddindicator

This command is used to add an
Indicator to ThreatConnect through
the Splunk Workflow process.

admin, tc_admin,
tc_user

admin, tc_admin

Software Dependencies

The following Python® modules come packaged with the App and are required for the App to function

properly:

Requests: 2.13.0
Dateutil: 2.4.2
Enum: 1.0.4
Splunklib: 1.6.2
Six: 1.10.0

ThreatConnect Splunk: 1.0.0
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APPENDIX: SAMPLE DATA-MODEL SEARCHES

Name Data Model Data Model Object Indicator Field Victim Field Indicator Types
Alerts Alerts Alerts Alerts.src Alerts.dest Address
Email Outbound Email All_Email All_Email.recipient All_Email.src_user EmailAddress
Email Inbound Email All_Email All_Email.src_user All_Email.recipient EmailAddress
Email Attachment Email All_Email All_Email.file_hash All_Email.recipient File
Intrusion_Detection Intrusion_Detection IDS_Attacks IDS_Attacks.src IDS_Attacks.dest Address
Malware Malware Malware_Attacks Malware_Attacks_file.hash Malware_Attacks.dest File

Network Resolution Answer | Network_Resolution DNS DNS.answer DNS.src Host

Network Resolution Query Network_Resolution DNS DNS.query DNS.src Host
Network Sessions Inbound Network_Sessions All_Sessions All_Sessions.src_jp All_Sessions.dest_jp Address
Network Traffic Inbound Network_Traffic All_Traffic All_Traffic.src All_Traffic.dest Address
Network Traffic Outbound Network_Traffic All_Traffic All_Traffic.dest All_Traffic.src Address

Web Outbound Web Web Web.dest Web.src URL

Web Inbound Web Web Web.src Web.dest URL

Web HTTP Referrer Web Web Web. http_referrer Web.src URL

Web Site Web Web Web.site Web.src URL

Web URL Web Web Web.url_path Web.src URL

Web Url Web Web Web.uri_path Web.src URL
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